GDPR / Data Protection Update – October 2020

Tim Pinto (DPO), visited in December 2019 to complete our annual audit to ensure we are continuing to follow GDPR guidelines within school.  The outcome of this visit can be seen in the attached report.

Since this audit, we have started to address the recommendations that were given, but these were halted somewhat during lockdown.  The table below details where we are now with these recommendations:


	Recommendation
	Action
	Status

	Ryecroft does not have a procedure for completing Data Privacy Impact Assessments (DPIA) and it is important that all staff completed these for high risk data actions.
	This has now been put into practice and a few DPIA’s have been completed.  We will continue to complete these for any tasks that require it moving forward.
	

	The school needs to develop a specific Business Continuity Plan/Disaster Recovery Plan to ensure that it has procedures in place for data incidents.
	The school has a Business Continuity plan, but this needs to be amended to include data incidents.  We have made a start on this, but this requires completing.  
	

	It is important that all governors are issued with a privacy notice to highlight how their data is collected, processed and retained.
	These have been produced.  Governors will need to read through and if accepted, signed copies will be kept in the office.
	

	To ensure that the new IT provider provides high level IT security compliance with staff using data on the school network and other systems.
	Tristar MSP provides our IT support now.  We have secure filtered connection that is provided by Smoothwall and back-up for the server has been established, this is provided through Tristar.  All licences have now been updated also.
	

	A key management system needs to be put into place for the organisation of additional keys and a procedure for not leaving keys in filing cabinets needs to be initiated.
	We have a keysafe in place in the main office.  This is kept locked at all times.  The main office is kept locked to ensure files cannot be accessed unless authorised to do so. 
	

	GM has a register of all the data sharing agreements for third party processors it uses.
	These are underway and are being collated as they arrive back.
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